[image: ]
[image: ]

[image: ]PROGETTO COVID-19
PATIENT SYNOPTIC – Context sharing


REVISION HISTORY

	Revision
	Date
	Notes

	1.0.0
	20/04/2020
	First version

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	





Summary
Summary	3
PATIENT SYNOPTIC – Introduction	4
In-context call	4
Transactions	4
AUTH - Authentication	4
AUTH-001: Get Token By Credentials	5
AUTH-006: Enrich Token with Context	5
CTX - Context Sharing	6
CTX-001: Launch Web Component with Context Transfer	6
Supported workflows and supported parameters	7



[bookmark: _Toc38588767]PATIENT SYNOPTIC – Introduction

The PATIENT SYNOPTIC later referred to as PATSYN is the viewer of the COVID-19 solution. It allows through a perspective called "dashboard" the aggregated view of the relevant information related to the patient's clinical status. Here is an example:
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Figure 1- Patient Synoptic's "Dashboard"
[bookmark: _Toc38588768]In-context call
The PATSYN module can be called in context from an external application. This allows you to access a specifica "dashboard" configuration without searching for the patient. To achieve this, the calling application must share the patient's master identifier and have an authentication token that can identify the healthcare provider working on the calling application. To obtain the token, you must have credentials on the central authentication system.
The following paragraph defines the specifications and transactions necessary to make in-context call to the PATSYN module.
[bookmark: _Toc38588769]Transactions
[bookmark: _Toc38588770]AUTH - Authentication
Authentication Client
"Authentication Client" identifies any client that must authenticate before using a service or a user interface. The client can be of two possible types:
· “Web authentication client”: this kind of client runs in a browser, thus fulfilling a requirement to achieve full web-based single sign on;
· “Desktop authentication client”: this kind of client runs on a dedicated process in the operating system. It is not suitable for web-based single sign on.
Authentication Manager
This component manages authentication of other components, creation, and lifecycle of tokens. It provides a basic abstraction layer for authentication and authorization, by integrating with Identity Providers and Attribute Authorities to validate credentials, retrieve roles and generate tokens.

[bookmark: _Toc38588771]AUTH-001: Get Token By Credentials
This transaction allows an authentication client to retrieve an access token from an authentication manager, providing a set of credentials (username and password) as input. The authentication manager integrates with an identity provider to verify authentication, and eventually an attribute authority to retrieve roles and domain roles. 
Once authentication has been verified and the eventual role list has been retrieved, authentication manager creates an access token and a complimentary refresh token, that can be later used to renew the access token, and return them to the client as part of the http response.
The following diagram summarizes the complete transaction:
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Figure 2- Scheme AUTH-001
[bookmark: _Toc38588772]AUTH-006: Enrich Token with Context
This transaction is used by a client that is already authenticated to obtain an ID Token. This ID Token is provided by the Authentication Manager starting from an Access Token that is enriched with the context information declared and send by the client. The following diagram summarizes the transaction:
[image: ]
Figure 3  - Scheme AUTH-006

[bookmark: _Toc38588773]CTX - Context Sharing
Context Provider
A component that performs context transfer to a Context Receiver.
Context Receiver
A component that is the target of a context transfer from a Context Provider.
[bookmark: _Toc38588774]CTX-001: Launch Web Component with Context Transfer
With this transaction, a client application (Context Provider) calls an application should be opened in context (ContextReceiver). The method used is HTTP GET, and all the context information required by the called application is passed through a parameter in queryString within the ID Token.
This transaction requires that, before the in-context call the application, the client application has obtained an ID Token from the Authentication Manager. The following diagram summarizes the transaction:[image: ]
Figure 4  - CTX-001 diagram
[bookmark: _Toc38588775]Supported workflows and supported parameters
For more technical details on AUTH transactions, please refer to the OpenAPI/Swagger auth_manager.yaml file contained in the attached PATSYN_CTX.zip 
Below there is transaction workflow with details of the required parameters to authenticate and call in context to the PatientSynoptic.
AUTH-001
· client_id: Identifier of the application that intends to make the call-in context. Each application must be counted on the Authentication Manager. This identifierwill be provided during testing and production.
· Credentials: The username and password that a user must use to authenticate and to obtain an JWT Access Token. (To be included in the Authorization header).
AUTH-006
· client_id: Identifier of the application that intends to make the call-in context
· access Token: is the JWT returned from authentication made with transaction AUTH-001. (To be included in the Authorization header).
· context: is a JSON file, it contains the elements that the client application intends to pass to the PATSYN when opening in, context. This object must be placed within the selfextensions parameter. The following is a detail of the structure related to context:

	Element
	Type
	Description

	Key
	String
	Unique identifier of the context element
	

	Resource
	array of object
	What to share
	

	resource. resourceType property
	String
	Type of item to share
	

	resource. id property
	String
	The id for the instance of the item to share.
	Represents a valid absolute value within the integration.

	resource. identifier
	array of objects
	Identifier for the item to shared
	



The following keys are supported for the PATSYN: 
	Key
	resource. resourceType property
	resource. id property
	resource. identifier

	currentPatient 

	Patient, New10
	N/A
	Value= patient identifier code
System= “urn:oid:2.16.840.1.113883.2.9.4.3.2"

	clinicalUseCase 

	ClinicalUseCase 
	COVID-19; HLCM
	

	action method
	Action,
	Fixed to "dashboard"”
	



CTX-001
The following is an example of a URL:
http://[PATSYN_URL]?token?[IdToken]&locale?en-US
and below are the parameters to be used:
· token: contains the JWT Token ID obtained with transaction AUTH-006.
· language to be used in PATSYN, eg: en-US.
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